We present a method for synchronization of chaos generators based on transmission of an analog chaotic waveform in a digital form. Experimental comparisons between digital and analog transmission of chaos from a delayed differential feedback system are performed. Synchronization is demonstrated to be between 18 and 39 dB ͑or equivalently 63 to 7943 times͒ better for digital transmission than analog. Coherent chaotic modulation and demodulation is demonstrated in a situation where there is no effective synchronization using analog transmission. © 2007 American Institute of Physics. ͓DOI: 10.1063/1.2745922͔
I. INTRODUCTION
The last decade has seen numerous proposals for analog and digital communications systems based on chaos. These proposals have been motivated by the self-synchronizing property of certain chaotic systems 1 and by the properties of chaotic signals which include apparently random yet deterministic nonperiodic behavior, broadband power spectra, narrow autocorrelation, and small cross-correlation with other chaotic signals.
3 Properties such as these are exploited in modern communications systems where, for example, pseudorandom sequence generators are employed in directsequence spread spectrum and frequency hopping, which may be used to reduce the probability of detection and intercept of a signal, increase the robustness of a signal to jamming and interference, increase the robustness to fading and as a multiple access technique. Pseudorandom sequence generators can also be used in modulation schemes such as timehopping/pulse-position modulation in applications such as ultrawideband radio. 2 Proposals for analog chaotic communications systems, such as chaotic masking or modulation, 4 and coherent digital chaotic communications systems, such as coherent chaos shift keying ͑CSK͒, 5, 6 are based on synchronization between chaotic systems. Unfortunately synchronization between two chaotic systems can be extremely sensitive to nonideal channel effects such as additive noise, loss, and/or fading. Parameter mismatch is also a common problem. Hence, a number of proposals for noncoherent digital chaotic communications that do not rely on chaotic synchronization have emerged.
Examples include chaotic on-off keying and a variety of differential CSK ͑DCSK͒ schemes ͑see Ref. 7 for a survey͒ as well as multiple access implementations of DCSK schemes ͑see Ref. 8 for a survey͒. While these noncoherent schemes are currently more robust, coherent chaotic communications schemes still provide the performance benchmark, particularly in terms of noise performance and bandwidth efficiency. 9, 10 Consequently, robustness of synchronization between chaotic systems remains a key issue in chaotic communications techniques. Analog chaotic systems, particularly ones with time delay, may exhibit very complex dynamics and hence may be used to generate chaos of very high dimension. However, synchronization between two such systems is particularly sensitive to parameter mismatch or additive noise. Digital transmission can often offer a higher level of robustness to channel noise than analog transmission, because digital signals are drawn from a small set of predefined symbols. Analog signals in contrast vary continuously. Therefore, chaotic generators constructed with digital electronic elements only and based on quantized, discrete-time chaotic maps ͑such as Henon or tent maps͒ are better suited to synchronization. 8 However, digital systems such as these typically display less complex dynamics than analog chaotic systems, exhibiting, for example, some periodicity in their trajectories. 8, 11, 12 Digitization of analog chaotic systems has also been attempted, with the inevitable cost of increased experimental complexity and loss of information. 13 In this work we discuss a communications system based on a hybrid digital/analog delayed differential feedback ͑DDF͒ system. The delayed differential feedback system contains a digital element that provides the delay and nonlinear function.
14 Quantization of the internal analog signal is considered to be part of the system rather than an artifact of the sampling process. This system exhibits the highly complex dynamics typical of analog DDF systems, 15, 16 can be synchronized 14 and could therefore be employed in a coherent chaotic communications scheme. In addition, digital transmission of the synchronizing signal is naturally advantageous in this system because of the internal digital element.
We shall show that digital transmission can improve the quality of synchronization between two chaotic systems by orders of magnitude, and that it therefore has the potential to improve vastly the quality of coherent chaotic communications systems. In order to quantify the improvements afforded by this system, we shall introduce an experimentally tractable measure of the quality of synchronization between two chaotic systems.
This paper is organized as follows. DDF systems are summarized and a performance measure for the quality of synchronization introduced in Sec. II, the hybrid digital/ analog system is outlined in Sec. III, the performance of analog transmission of the chaotic signal is measured and compared to digital transmission in Sec. IV. Conclusions are presented in Sec. V.
II. THEORY
DDF systems are used in this paper to demonstrate a novel transmission scheme for robust chaos synchronization. The purpose of this section is to summarize briefly the key characteristics of DDF systems in the chaotic regime and to introduce an experimentally tractable measure of the quality of synchronization.
A. Delayed differential feedback systems
The differential equation governing the behavior of a one-dimensional DDF system has the functional form [15] [16] [17] v͑t͒
where v͑t͒ is the parameter of interest at time t, is the characteristic time constant of the system, T is the time delay, ␤ is the gain, and F͑·͒ is a nonlinear function. DDF systems have been studied extensively from the analytical, numerical and experimental perspectives. 15, 16, 18 In summary, when such systems have oscillatory F͑·͒ and large ␤, they exhibit dimension approximately equal to the ratio of T / and they behave approximately as a GaussianMarkovian process on time scales much longer than . 15, 18 Figure 1 shows an example time-domain measurement of the DDF system described in detail in Sec. III and the auto-correlation function of this time series. The left-hand inset to the lower graph shows a magnified view of the autocorrelation function around a zero time shift. The sharply peaked, approximately exponentially decaying autocorrelation function is consistent with that of a DDF system 15 as is the band-limited white power spectrum. 19 The power spectrum is the Fourier transform of the auto-correlation function. 20 Coherent chaotic communications systems rely on chaos synchronization. The equations governing synchronization are given in Eqs. ͑1͒ and ͑2͒, 17 where the terms ␤Ј, TЈ, vЈ, Ј, and FЈ are for the receiver and v r ͑t͒ is the waveform injected into the receiver,
and v r ͑t͒ = v͑t͒, then the output v ⌬ ͑t͒ = v͑t͒ − vЈ͑t͒ is given in Eq. ͑3͒ and tends to zero as t becomes large compared to the characteristic time constant ,
However, in practice, mismatches in system parameters or the addition of noise result in imperfect synchronization and hence a nonzero synchronization output. Figure 1͑a͒ shows an example measurement of the difference waveform v ⌬ ͑t͒ and the transmitted waveform v͑t͒ ͑axis offset for clarity͒ of the DDF system described in Sec. III.
While the difference waveform is considerably smaller than the transmitted waveform, it is clearly nonzero. Previous work on this system has indicated that the dominant reason for this nonzero synchronization waveform is not parameter mismatch between the transmitter and receiver systems.
14 Rather, imperfect synchronization has been observed to be due to noise introduced during transmission of the waveform to the receiver, i.e., v r ͑t͒ = v͑t͒ + ͑t͒, where ͑t͒ represents the introduced noise. This source of noise is known in the communications literature as channel noise. Channel noise is particularly problematic in chaotic communications systems as its effect may be multiplicative, as in our case, rather than additive, as often assumed when analyzing linear communications systems. It is the purpose of this paper to describe a digital transmission technique that mitigates the effect of channel noise and substantially reduces the magnitude of the difference waveform.
B. Synchronization error
Also shown in the right-hand inset of Fig. 1͑b͒ is the cross-correlation function between the transmitted and received waveforms. The cross-correlation function is normalized to the maximum value of the auto-correlation function of the received waveform. While the peak is observed to be less than unity, 0.98 to be precise, other differences between the cross and auto-correlation functions are difficult to discern.
A more experimentally tractable measure of the quality of synchronization is the synchronization error , measured in decibels as a function of frequency using a spectrum analyzer. We define the synchronization error to be the ratio of the power spectrum of the synchronization trace to the power spectrum of the chaotic waveform. That is, for v͑t͒ = ͗v͘ + ␦v͑t͒ and vЈ͑t͒ = ͗vЈ͘ + ␦vЈ͑t͒, the synchronization trace is v ⌬ ͑t͒ = ͗v ⌬ ͘ + ␦v ⌬ ͑t͒. Explicitly, the synchronization error is
where the arguments of the functions indicate the transformation to the frequency domain.
III. HYBRID DIGITAL/ANALOG DELAYED DIFFERENTIAL FEEDBACK SYSTEM
The object of this paper is a hybrid digital/analog DDF chaos generator. The system is illustrated schematically in Fig. 2 . Illustrated in this figure is a feedback system with a gain element ͑acting as ␤͒, low-pass filter ͑acting as a differentiator with time constant ͒, time delay ͑indicated by T͒, and a nonlinear feedback element ͓imposing the function F͑·͔͒. The system also has the capacity to impose a modulation signal ͓m͑t͔͒. This will be discussed in detail in Sec. IV B, but for now we consider the system to have no modu- 
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Digital chaos communications Chaos 17, 023130 ͑2007͒ lation and hence m͑t͒ = 0. The system illustrated in Fig. 2 has previously been shown to synchronize quite robustly over a range of system parameters and to exhibit dynamics consistent with analog implementations of DDF systems.
14 Analog input signals to the digital feedback element are sampled via an analog-digital converter ͑ADC͒. The sampled signal is then passed to a Xilinx Spartan XL FieldProgrammable Gate Array ͑FPGA͒ that delays the signal through a series of shift-registers and applies a nonlinearity through a programmable look-up table. The look-up table allows a variety of nonlinear functions to be programmed into the system. The nonlinear functions used in these experiments are shown in Fig. 3 . The output digital signal is then converted to an analog signal through a digital-analog converter ͑DAC͒. The sample rate of the system is 5 MHz and the internal data path is eight bits wide.
These are demonstration of principle experiments and hence the analog bandwidth of the system was set to either 50 or 100 kHz to reduce the memory required to implement the time delay and to eliminate FPGA timing issues. In addition, the transmitter and receiver circuits had synchronized clocks and digital data were transmitted in parallel. Clock recovery and serial data transmission could be implemented in real systems. Similarly, it would be possible to implement systems with analog bandwidths in excess of 20 MHz with contemporary FPGAs. For the remaining experiments described in this paper a time delay T =40 s, a gain ␤ = 1.94 and low-pass filter cut-off frequency of 50 kHz are used.
The chaotic waveform can be tapped from any point in the loop in a transmitter DDF system and injected into the receiver circuit at the same point in the loop. 17 As illustrated in Fig. 2 , the signal may be tapped from either the analog or digital sections of the loop. Therefore, the system offers two options for transmission of the chaotic signal: analog and digital. The purpose of this paper is to compare the synchronization error achieved using each of these two options.
The hybrid analog/digital system can generate many nonlinear functions. Previous theoretical research has indicated that "memory loss" induced by a nonlinear feedback element with many discontinuities is the key to attaining Gaussian-Markovian evolution of a DDF system. 15 While this may be advantageous from the theoretical perspective, previous experimental work has shown that synchronization errors in the analog communications system arrive in bursts, coinciding with noise voltages that cause the received voltage to cross transitions in the nonlinearity of the receiver circuit.
14 This is because channel noise is multiplicative rather than additive. In other words, to first order the channel noise appears on the difference waveform multiplied by the derivative of the nonlinear function F͑͒. Hence, large discontinuities in the nonlinear function are likely to lead to significant synchronization errors for analog transmission in this system. 14 For this reason, two different nonlinear functions, shown in Fig. 3 , were chosen in the experiments described in this paper. The first function, which we shall refer to as nonlinearity A, was chosen as a function with discontinuities sufficient to approach Gaussian statistics but with steps small enough to make analog synchronization feasible. The second nonlinear function, nonlinearity B, was programmed into the DDF system with more and larger discontinuities to more closely approach Gaussian statistics and to investigate the robustness of digital and analog transmission.
To construct nonlinearity A, 17 randomly chosen output analog voltages were chosen at equally spaced intervals in the range of possible input analog voltages. These voltages were connected with straight lines and then mapped onto the 256 digital input and output levels to construct nonlinearity A. It should be noted that the nonlinearity is exactly represented by the function illustrated in Fig. 3͑a͒ . That is, the discontinuities are part of the function and not an artifact of digitization. Nonlinearity B was constructed by randomly assigning one of the 256 available output levels to each of the 256 input levels and is illustrated in Fig. 3͑b͒ .
IV. COMPARISON OF ANALOG AND DIGITAL CHAOS SYNCHRONIZATION
In this section, we present experimental results comparing digital and analog transmission of the chaotic signal generated by the system shown in Fig. 2 . Results are presented for three experiments. In the first, we compare the synchronization error for analog and digital transmission of a signal with a zero modulation signal. In the second, we demonstrate FIG. 3 . ͑Color online͒ Representations of the nonlinear functions used in digital delayed feedback system. As indicated in Fig. 2 , continuous analog voltages are sampled and digitized by an eight-bit analog-digital converter into 256 discrete levels. The nonlinear function is implemented by programming a look-up table to map each of the 256 discrete input levels to one of 256 discrete output levels. An analog-digital converter then generates analog output voltages from these output levels. These figures plot the map between the 256 input levels to the 256 output levels. The map shown in ͑a͒ was chosen as a means of approaching Gaussian evolution of the DDF system while retaining analog synchronization. The map shown in ͑b͒ has far more and far larger discontinuities than the map in ͑a͒. This map was chosen to more closely approach Gaussian statistics and to investigate the robustness of analog and digital transmission.
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that it is possible to use this system to transmit information.
In the third, we show that digitization of the analog output signal in Fig. 2 does not provide the same benefit as direct transmission of the digital output signal. It should be noted that all of these results have been obtained from measurement using the system described in Sec. III.
A. Analog versus digital transmission
The synchronization error for analog and digital transmission is presented in Fig. 4 . When using nonlinearity A the average synchronization error for analog transmission is approximately −12 dB. By contrast, the results for digital transmission show a synchronization error of less than −30 dB over the measurement bandwidth. This is an improvement of approximately 18 dB over the analog transmission system when using nonlinearity A.
When using nonlinearity B, the synchronization error for analog transmission is approximately −1 dB, indicating that there is effectively no chaos synchronization under these circumstances. Clearly it is difficult to construct a communications system with such poor performance. As an indication of the robustness afforded by digital transmission, the communications system was able to synchronize with a synchronization error of less than −29 dB over the measurement bandwidth, a 28 dB improvement over analog transmission.
The results presented in this section demonstrate that a significantly greater level of synchronization can be achieved by using digital rather than analog transmission, and that synchronization may be achieved using digital transmission even under conditions where no useful level of synchronization is achieved using analog transmission. It can also be seen that, while the performance of analog transmission is significantly worse with nonlinearity B ͑more chaotic͒ than for nonlinearity A ͑less chaotic͒, the performance of the digital transmission is essentially the same in the two cases. Robust synchronization independent of the complexity of the dynamics would be important in a real communications system, where higher correlation dimension and Lyapunov exponent is likely to equate to more effective chaotic behavior.
B. Chaotic modulation with digital transmission
The purpose of a chaotic communications system is to transmit a modulation signal between two physically distinct locations. This may be done by inserting a modulation signal into the DDF system as illustrated in Fig. 2 . Mathematically, this corresponds to modifying Eq. ͑1͒ such that
As indicated in Eq. ͑3͒, the transmitter and receiver systems synchronize on a time scale given by . Provided that the modulation signal varies on time scales slower than ͓see Eq. ͑3͔͒, the synchronization waveform is given by
in the absence of synchronization error. Synchronization error as it is defined in Eq. ͑4͒ provides a direct measure of the quality of synchronization or equivalently the robustness of the system to noise. Indeed, the frequency dependent signalto-noise ratio in a chaotic communications system may be defined to be ͉m͑f͉͒ 2 / ͑f͒. It is interesting to note that the useful communications bandwidth of a chaotic DDF system is given by 1 / 2. The analog bandwidth of the system described herein could be as large as 20 MHz using contemporary FPGAs and significantly larger as FPGAs develop over time. It also appears possible to arbitrarily increase the dimension of the chaos by modifying T without compromising the communications bandwidth of the system.
The digital transmission of chaotic signals in our hybrid analog/digital chaos generator has been shown to give synchronization errors of less than −30 dB. The improved synchronization achieved by the digital transmission of the chaotic waveform greatly improves the transmission quality of both analog or digital chaos modulation techniques. To illustrate the quality of transmission, a chaos modulation communications system utilizing nonlinearity B and digital transmission was constructed. A modulation was added to the system, in this case a 20 kHz tone. The transmitted signal as shown in the upper trace of Fig. 5 and the synchronized trace is the lower trace Fig. 5 . The graph shows that the digital 
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C. External analog-digital conversion
Based on the results presented so far, it is reasonable to ask whether the improved performance of digital transmission relies on direct extraction of the digital signal from the feedback loop ͑as shown in Fig. 2͒ or whether similar performance could be obtained by digitization of the analog output signal; i.e., generating a digital signal outside the feedback loop, and transmitting this to the receiver. For a chaotic system using a pure analog chaotic circuit, such outside-the-loop digitization of the signal might seem a natural way of trying to take advantage of the advantages of digital transmission.
An obvious disadvantage of this form of digital transmission is that the external ADC introduces quantization noise, which one might reasonably expect to influence the synchronization of the chaotic system. This form of transmission has been tested experimentally and the results of measurements of synchronization error are shown in Fig. 6 . In this experiment nonlinearity A was used. Over the band of 10 to 50 kHz the average synchronization error of an externally sampled eight-bit digital system is −13 dB, which only marginally improves performance over analog transmission. Over the same band the synchronization deteriorates by an average of 1.8 dB when five-bit sampling and transmission is used. This indicates that the synchronization error in this case is probably dominated by quantization noise in the external ADC-DAC combination. In situations where the channel noise is large, this form of digital transmission may have advantages over analog transmission. However, it is evident that a hybrid digital/analog system in which quantization is an integral part on the dynamics rather than a source of noise presents a far more promising avenue for establishing a reliable coherent chaotic communications channel.
This final result suggests that the hybrid digital/analog nature of the chaotic circuit is central to the superior synchronization properties observed in previous sections.
V. CONCLUSION
In this paper we have presented a chaotic communications system in which analog chaos is transmitted digitally using a hybrid analog/digital chaos generator. Experimental results have been presented demonstrating a high degree of synchronization with digital transmission of the chaotic waveform, with performance exceeding that of analog transmission by more than 18 dB. Indeed, synchronization using digital transmission was demonstrated under conditions where effectively no synchronization was possible using analog transmission. Further results have demonstrated the feasibility of modulating the chaos signal with an information signal. FIG. 6 . ͑Color online͒ Synchronization error in an externally sampled digital transmission system. The upper trace is for five-bit external sampling and the lower trace is for eight-bit external sampling.
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